3%, U.S. DEPARTMENT OF

4 \%
e 5)
2 £
<
22 x5
S BiTEs 0L

Office of the Chief
Information Officer

User Guide
Remote Access to VDI/Workplace Using PIV

Innovation & Engineering Office (IM-64)
April 2015




Table of Contents

1 OVEIVIBW ..ttt ettt bbbt bbbt bt bR e Rt e ke e b bt e b e e bt e Rt e Rt e b e b e ke nb e bt neeneene e e 3
1.1 WWED BIOWSEIS ...ttt bbb bbbttt ettt bbb enes 3
1.2 OPEratiNng SYSLEMS .....oviitiitiiiietieteee ettt b ettt b et e et e e b e bbbt b e ens 3
2 Types of Smart Card Readers and INStallation..............cooviiiiiiiiiiiiieee e 4
3 Install the External REAdEr 0N @ PC .......coiiiiiie et nneas 4
5
4 ag ACCESS TrOM @ GFE LAPIOP .vovveiicie ettt te et enre e nnes 5
5
5 A& Access from a Home Personal (O] 0] o1V (- SRRSO 7
6 « Access from a HOmE Personal IMAaC........c.ooiviieriiiieiiese et 10
7 « Access from a Government Furnished Equipment (GFE) MacC..........ccccccevvveveiiieieese e 16
Appendix A: Remove an INCOIrect CertifiCaLE ...........cooiiiiiiiiiiieere e 20
AppPendix B: TroubIESNOOTING ......c.oiviiiiiiieiieieee e bbbt 23
Appendix C: Google Chrome (version 42) and CitriX RECEIVEN ..........cccoriiiririinieienesc e 24

U. S. Department of Energy | Remote Access to VDI/Workplace Using a PIV



1 Overview

As mandated by the Homeland Security Presidential Directive 12 (HSPD-12), Office of
Management and Budget (OMB) M 11-11, and Department of Energy (DOE) O 206.2, the Office
of the Chief Information Office (OCIQO) Energy IT Services (EITS) has deployed hardware,
software, and configuration changes that enable EITS customers to log on to their computers with
their HSPD-12 credentials.

The HSPD-12 directive also covers the implementation of virtual desktops. Personal identity
verification (PIV) authentication is integrated in the virtual desktop infrastructure (VDI) design
and implementation. VDI is accessible from DOE-provided trusted EITS zero-clients, laptops,
and conventional desktops, also known as government-furnished equipment (GFE). VDI can also
be securely accessed from external clients, such as personal computers, over the Internet, which is
one of the great benefits of VDI technology.

As a remote VDI user, you must authenticate your identity with your PIV card per the HSPD-12
directive. In certain cases when you cannot use your PIV card, you can use your RSA token to log
on.

The tables below list Internet browser and operating system versions tested for their functionality
with remote PIV with VDI.

1.1 Web Browsers

Browser Version Functions with PIV?

Microsoft Internet Explorer 9.0.8112.16421 Yes

Microsoft Internet Explorer 11.0.9600.17358 Yes

Google Chrome 38.0.2125.111 m Yes (See Appendix C)

Safari 6.2.3 and above Yes

Mozilla Firefox 3111 Not supported. Reconfiguration is
required to support PIV and is not
recommended.

1.2 Operating Systems

Operating System Version Function with PIV?
Windows 7.0 and above Yes
Personal Mac 10.10.2 and above Yes
GFE Mac 10.8.5/10.9.5/10.10.2 Yes
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2 Types of Smart Card Readers and Installation
The three types of smart card readers used in the DOE environment are displayed below. To learn
more about card readers, see HTTPS://POWERPEDIA.ENERGY.GOV/WIKI/SMART_CARD_READER.

1. Internal Card Reader 2. Portable Card Reader | 3. Standard Card Reader

3 Install the External Reader on a PC

To install the external card reader, connect the card reader to your workstation. The card reader
self-installs. To view the status of the installed card reader, go to the lower left of the Windows
screen. Select Start=®» Devices and Printers.

¥ 0 Controt Panal o Mardware and Sound » Devices and Proten - ey . v g o »
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4 A% Access from a GFE Laptop
1. Once the card reader has been installed, insert your PIV card into the reader.
2. Open web browser , type HTTPS://MYDESKTOP-TEST.DOE.GOV, and press Enter.
3. Select Access VDI using your PIV card.

NERGY.GOV

Office of the Chief Information Officer Search Energy.gov

SERVICES POLICY AND REGULATIONS MISSION ABOUT US OFFICES >

Home » Services » Remote Access » Virtual Desktop Infrastructure (VDI)

VIRTUAL DESKTOP INFRASTRUCTURE (VDI)

Assistive Technology For questions or concems related to VDI, contact the EITS Service Desk at 301-803-2500.
Forms.

Guidance USING A PIV CARD

Incident Management

IT Services

Access VDIWorkplace using your RSA token

User Guide

Careers & Intemships | Policy & Regulation | Contact Us

Office of the Chief Information Officer ABOUT THIS SITE ENERGY DEPARTMENT FEDERAL

1000 Independence Ave., SW Web Policies Performance [CENERNREH

Washington, DC Privacy. Delegations & The White House

202-586-0166 No Fear Act USAgov
Whistleblower Protection [FEL

Information Quality Inspector General
Open Gov Privacy Program

Accessibility Small Business

4. A certificate box displays.

Select a Certificate

" suer: nmm ana ces
Valid Frome 1/14/2013 to lf1312016

Essuer: Entrust Managed Services SS...
Vabid Frome: 1/14/2013 to 1/13/2016

5. To determine the correct certificate is being used, select Click here to view certificate
properties. Select the Detail tab.
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a. Scroll down and select Enhanced Key Usage and look for Smart Card Logon as shown
below.

General | Detals | Certfication Path |

Show: ‘<Al> v}

Freid value
&1 Certficate Polces [1)Certficate Polcy:Poicy Ide...
&), Authority Information Access  [1]Authonty Info Access: Acc...

Fman s A e A A A An

‘_Q_. Enhanced Key Usage Clent Authentication (1.3.6. 1....

4 | CRL Distribution Points [1]CRL Distrbution Pont: Distr...
i) Authority Key IdentiSier KeylD=d3 ce e7 S 89 a7 cd 6...
1€ bt Wy TAan hfinr KariNu 0 ak €0 02 A2 41 14

[Chent Authentication (1.3.6.1,5.5.7.3.2

5 ogon (1.3.6.1.4,1.311.20.2.2)
ANy Purpose (2.5.29.37.0)

Leam more about cer bficate detads

b. After verifying the certificate, select OK.

Note: The desktop does not ask for your PIN because it was cached
after you logged onto your GFE laptop.

6. The desktop auto-launches. Select OK on the DOE Security Banner screen.
7. Type your PIN at the desktop and press Enter.

Note: If you see the username and password fields, select the
Other Credentials button. Select the P1V card, type your PIN, and
press Enter.

8. You are now logged on to the VDI desktop.
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5 48 Access from a Home Personal Computer
1. Download and install the latest receiver from HTTP://WWW.CITRIX.COM/GO/RECEIVER.HTML.
2. Insert a card reader if necessary. The card reader self-installs. To view the status of the
installed card reader, go to the lower left of the Windows screen. Select Start=®» Devices
and Printers.

% » Control Panel » Hardware and Sound » Devices and Printers » vle ff oo e P

Add a device Add a printer - v o

@ —
< -
sar” -

BOM4SE Biometnc SCRISex v2.0 USB Smact Card
Coprocessor SC Reader

# Devices (5)

B o
Fax HP Photosmant Microsoft XPS Send To

Plus B210 series Document Writer OneNote 2010
(Network)

3. Once the card reader has been installed, insert your PIV card into the reader.
4. Open web browser, type in HTTPS://MYDESKTOP-TEST.DOE.GOV, and press Enter.
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GOV
Office of the Chief Information Officer Search Energy gov

SERVICES POLICY AND REGULATIONS MISSION ABOUT US OFFICES »

Home » Services » Remote Access » Vitual Deskiop Infssructurs (D)
VIRTUAL DESKTOP INFRASTRUCTURE (VDI)

Assistive Technology For questions or concerns related to VDI, ontact the EITS Service Desk at 301-903-2500.
Forms

Guidance USING A PIV CARD

Incident Management
IT Services

PKI

Remote Access

Training

Access VDIWorkplace using your RSA token.

" User Guide

Careers & Internships | Policy & Regulation | Contact Us

Office of the Chief Information Officer ABOUT THIS SITE ENERGY DEPARTMENT ~ FEDERAL
1000 Independence Ave., SW Web Policies Budget & Performance GOVERNMENT
gton, DC Privacy e The White House

No Fear Act sy
FOIA

Inspector General
Privacy Program
Small Business

Whistleblower Protection
Information Quality
Open Gov

Accessibility

5. Select Access VDI/Workplace using your PIV card.
6. A certificate box displays.

suer: Entrust Mana: ces SS...
Valid Frome 1/14/2013 to 1/13/2016

Issuer: Entrust Managed Services SS...
Vabid Frome 1/14/2013 to 1/13/2016

7. To determine the correct certificate is being used, select Click here to view certificate
properties. Select the Detail tab.
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a. Select Enhanced Key Usage and look for Smart Card Logon as shown below.

| General | Detals | Certification Path |
Show: {w; vJ

Freid value
-;Q;CHD-‘KJDOPOUOCS [1]Certsficate Policy:Poicy ide...
&) Authority Informabon Access [1]Authonity Info Access: Acc...

R T R A A An

&) enhanced Key Usage Clent Authentication (1.3.6. L....

[}/ CRL Distribution Points [1]CRL Distrbution Pont: Distr. ..

i) Authority Key Identifier KeylDwd3ce e? S 85 a7cd b...
MG dviact Wy TAanfine Ko il w0 aft €0 62 A2 Q1 14

Leam more about certificate detals

SerDivd

b. After verifying the certificate, select OK.
a. The PIN prompt box displays.

Microsoft Smart Card Provider
Please enter your authentication PIN,

8. Type your PIN and select OK. If you do not see the PIN prompt box, check to make sure it
did not pop up behind another window.

9. The desktop auto-launches. Select OK on the DOE Security Banner screen.

10. Type your PIN at the desktop prompt and press Enter.

Note: If you see the username and password fields, select the
Other Credentials button. Select the PIV card and type your PIN.

11. You are now logged on to the VDI desktop.
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6 « Access from a Home Personal Mac
If you are a Mac user and want to access VDI using your PIV card, you must have the operating

system, X Yosemite 10.10.2 or higher and Centrify Express for Smartcard installed.

1. Download and install the latest Mac receiver from HTTP://WWW.CITRIX.COM/GO/RECEIVER.HTML.
2. Complete the form at HTTP://WWW.CENTRIFY.COM/EXPRESS/SMART-CARD-FORM and
accept the End User License Agreement. Select Download Now to see Centrify Express

for Smartcard.

o [T e —

) oo Y= o
BP0 00 fren vt ) C00 0109 Yt wih () Cantpuin Mumages... (] CHOMEY . St 53 Svwrier I Houme IE7] S W U Mt - maget hanien g

i © e Dt bt § (LN Cie o 1

O) Centrify

Get Mac Smart Card Support for CAC
and PIV Card Users - Free!
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3. Select Download for Mac OS 10.7, 10.8, 10.9, 10.10.

]
io 'y B L [ eper— <

L e Vs

G) Centrify i = =

Step 1: Download

[ -

VIOLO TUTORIAL

MORE I ORRATION

Step 2: Install

Stop 3: Configure okl

Brary .~ Wyt s A art ae by Tam

wrrany

4. Install Centrify Express for Smartcard.

5. To verify that Centrify Express for Smartcard is installed, select the Launchpad. Find the
Smart Card Assistant.

Calendar

SOl
oo

Photo Booth

QA
Maps

iBooks

Dashboard

o4

Google Chrome Google Earth VDI-Standard-x64

Smart Card Assistant

L el IO |

6. Open Safari and type HTTPS://MYDESKTOP-TEST.DOE.GOV.

7. Insert the card reader.
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https://mydesktop-test.doe.gov/

8. Insert your PIV card.
9. Select Access VDI using your PIV card.

OV
Office of the Chief Information Officer Search Energy gov

SERVICES POLICY AND REGULATIONS MISSION ABOUT US OFFICES ¥

Home » Services » Remote Access » Virtual Deskiop Infrastructure (vDI)

VIRTUAL DESKTOP INFRASTRUCTURE (VDI)

Assistive Technology For questions or concems related to VDI, contact the EITS Service Desk at 301-903-2500.
Forms
Guidance USING A PIV CARD

Incident Management
1T Services Access VDIWorkplace using your PIV card

i WoiB: For YoUF FiV G&ra 16 Work, you MUS 1 install your card reader and insert your PIV card before licking on the PIV image.
Remote Access
User Guide
Training

USING AN RSA TOKEN

o
2 Access VDIWorkplace using your RSA token.

User Guide

.S. DEPARTMENT OF
Careers & Internships | Policy & Regulation | Contact Us

Office of the Chief Information Officer ABOUT THIS SITE ENERGY DEPARTMENT ~ FEDERAL
1000 Independence Ave., SW Web Policies Budget & Performance GOVERNMENT
Washington, DC Privacy Delegations & The White House
202-586-0166 No Fear Act e USA.gov
Whistleblower Protection
Information Quality
Open Gov
Accessibility

Inspector General
Privacy Program
Small Business

10. You ae prompted to select a certificate. Select Show Certificate and scroll down to
Purpose #2 Smartcard Logon.

The website “mydesktop-piv.vdi.doe.gov"” requires a client
certificate.

This website requires a certificate to validate your identity. Select the
certificate to use when you connect to this website, and then click
Continue.

(Affiliate) (Entrust)
(Affiliate) (Entrust)

(Affiliate) (Entrust)

Certificate Information:

T e e

Extension Key Usage (2.5.29.15)
Critical YES
Usage Digital Signature

Extension  Extended Key Usage { 2.5.29.37 )
Critical NO
Purpose #1  Client Authentication { 1.3.6.1.5.5.7.3.2)
Purpose #2  Smartcard Logon { 1.3.6.1.4.1.311.20.2.2)
Purpose #3  Any Extended Key Usage { 2.5.28.37.0)

2 Hide Certificate Cancel

U. S. Department of Energy | Remote Access to VDI/Workplace Using a PIV WA



11. After verifying the certificate, select Continue.
a. Centrify Express for Smartcard stores this option in the keychain, and you are not
prompted to select the certificate again.
b. If you accidentally select the wrong certificate, see appendix A for the steps to
remove the certificate from the Centrify Express for Smartcard keychain.
12. At the next prompt, type your PIV card PIN, which is your keychain password. Select OK.
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13. At the prompt Do you want to trust the website “mydesktop-piv.vdi.doe.gov” to use
“Citrix Receiver Plug-in?”, select Trust to unblock the Citrix plug-in.

@ Seferi File Ect View MHistory Bookmarks Widow Help BT 0 S 10MAM Admn Q I

. P TeSON (e v OO OV
Do yos want 30 trust the webste

“mydesiion
piv.vih.doe gov” 15 vae the "Carix Receiver” plug-nt

Vo 107 ana00 BAwA artates i Vel 5 v e g - 0 B
Becwrny e ¢ Safen preferences

Newer for tha Webate Trust [ Wk row ]

Unbiock the Cartx plug-in

Alow P wetate 1 N e Otrs DG 19 40008 EA.

BT TSV
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14. Your desktop displays.
a. If you have a single desktop, it auto-launches.
b. If you have more than one desktop, select the preferred desktop to launch.

@ Safari File Edit View History Bookmarks Window Help %)) ’3‘ B3 Sat10:35AM Admin Q=

oD@ < lim] mydesktop-piv.vdi.doe.gov (& [ui] 2

swwn  Citrix Receiver

B ® ° 3 °
Front Lines FrontLines - 2 FrontLines-x64 FrontLines-x64-Test VDI Desktop

sreen Shot
2014-1...4.43 AM

2O 9Ll o BB R O@AT 9 W @

15. After the desktop has launched, the DOE Security Banner screen appears. Select OK to
continue.

16. The desktop displays the message Reading smart card...

17. At the prompt, type your PIN and press Enter.

18. You are now logged on to the desktop.
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7 « Access from a Government Furnished Equipment (GFE) Mac
Insert a card reader and your PIV card.

Log on to your Mac using your PI1V credential.

Open Safari or Chrome.

Go to HTTPS://MYDESKTOP-TEST.DOE.GOV.

el N -

NERGY.GOV
Office of the Chief Information Officer

Search Energy.gov

SERVICES POLICY AND REGULATIONS MISSION ABOUT US OFFICES ¥

Home » Services » Remote Access » Virtual Desktop Infrastructure (VDI)
VIRTUAL DESKTOP INFRASTRUCTURE (VDI)

Assistive Technology For questions or concerns related to VDI, contact the EITS Service Desk at 301-903-2500.

Forms

USING A PIV CARD

USING AN RSA TOKEN

=
P

Access VDIWorkplace using your RSA token
ﬂ User Guide

Careers & Intemships | Policy & Regulation | Contact Us

ABOUT THIS SITE ENERGY DEPARTMENT  FEDERAL
Budget & P nce. GOVERNMENT

The White House:

USsAgov

5. Select Access VDI using your PIV card.
6. You are prompted to select a certificate. Select the Show Certificate button and scroll

down to Purpose #2 Smartcard Logon.
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P The website "mydesktop-piv.vdi.doe.gov” requires a client
certificate.

I%z‘-?i This website requires a certificate to validate your identity. Select the
-— certificate to use when you connect te this website, and then click
Continue.

(Affiliate) (Entrust)

(affiliate) (E t)
(Affiliate) (Entrust)

Certificate Information:

Usage Digital Signature

Extended Key Usage { 2.5.29.37 )

NO

Client Authentication ( 1.3.6.1.5.5.7.3.2)
Smartcard Logon ( 1.3.6.1.4.1.311.20.2.2 )
Any Extended Key Usage ( 2.5.29.37.0)

W ok o B

Purpose #

Subject Key Identifier { 2.5.29.14 )
Critical NO
Key D 75 A2DA3AGBBGFA29BS53DESBEABBCBOCA40AS47C7T

Authority Key ldentifier ( 2.5.29.35 )

? | Hide Certificate | | Cancel | [Continue]

After verifying the certificate, select Continue.

You are not required to enter your PIN because it was cached during logon to your Mac.
At the prompt Do you want to trust the website “mydesktop-piv.vdi.doe.gov” to use
“Citrix Receiver Plug-in?”, select Trust to unblock the Citrix plug-in.
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Sacunty pane of Safan preteranies.

Never for this Website

Uniblock the Citrix plug-in
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10. Your desktop displays.
a. If you have a single desktop, it auto-launches.
b. If you have more than one desktop, select the preferred desktop to launch.

(<> | \E\ 17;7; https @ mydesktop-piv.vdi.doe.gov [3

Citrix Receiver

e ° ° ° ° °
FrontLines FrontLines - no Office365-02010 Office365-02013 & VDI Desktop (1) VDI Desktop (2) Workplace Workplace- Workplace-VDA76
Lync script IE11 FrontLines
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11. After the desktop has launched, the DOE Security Banner screen appears. Select OK to
continue.

12. The desktop displays the message Reading smart card...

13. At the prompt, type your PIN and press Enter.

14. You are now logged on to the desktop.
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Appendix A: Remove an Incorrect Certificate
If you select the wrong certificate in Safari, you must remove it from the Centrify Express for
Smartcard keychain to be prompted to select a certificate again.

1. If the certificate did not show Purpose #2 Smartcard Logon, you have selected the wrong
certificate.

P The website "mydesktop-piv.vdi.doe.gov” requires a client
certificate.

I%z‘% This website requires a certificate to validate your identity. Select the
-— certificate to use when you connect te this website, and then click
Continue.

(Affiliate) (Entrust)
(Affiliate)
(Affiliate)

Certificate Information:

Digital Signature

Extended Key Usage { 2.5.29.37 )

NO

Client Authentication ( 1.3.6.1.5.5.7.3.2)
Smartcard Logon ( 1.3.6.1.4.1.311.20.2.2 )
Any Extended Key Usage ( 2.5.29.37.0)

Subject Key Identifier { 2.5.29.14 )
NO
75 A2 DASAGEBGFA209BS 3DESBEARBBCBOC4BA 54 7C7

Authority Key ldentifier ( 2.5.29.35 )

| ? | Hide Certificate Cancel | Continue |

2. Open Launchpad and open Smart Card Assistant.
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Citrix Receiver Contacts Calendar Reminders Notes

s e o

Messages Photo Booth GarageBand Game Center iTunes

e W OB -

App Store Dictionary Calculator Mission Control

® @ 9 X @

System Preferences TeamViewer Google Chrome Google Earth VDI-Standard-x64

3. Select Diagnostics, then press the Open Keychain button.

& Smart Card Assistant _View _ Window

[ ] Centrity Express for Smart Card

AIM sexs Drvers Diagrostcs

Instructions:
1. Insert smart card.

2. Click Open Keychain and make sure the smart card appears in Keychain.
3. Click Aun to perform diagnostics.

4. Click Save to Deskiop to save the Iog filo.

Output

Open Keychain

970 o0 Tal@ o% @A . §
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4. On the left, select login under Keychains, then select All Items under Category.
5. On the right, select the identity preference entry and select Delete.

@ Keychain Access

File Edit View Window Help

)
1]

0m S8 m

Keychain Access

Click to lock the legin keychain.

Keychains
PIV-...5 (Affiliate)
login

Local Items
System

System Roots

Category

. All ltems

Passwords
Secure Notes
My Certificates
Keys
Certificates

i @

https://mydesktop-piv.vdi.doe.gov/ns/ecul/piv/Default.htm

Kind identity preference
Where https:y¥Ymydesktop-piv.vdi.doe.gs

cortificat | iato)

Modified: Today, 10:21 AM

nafecul/piv/Default. htm

+

<key=

<key=

Apple Persistent State Encryption
Chrome Safe Storage

Citrix Authentication Manager

. Citrix Authentication Manager

com.apple.facetime: registrationV1
com.apple.ids: DeviceHBI
com.apple.ids: localdevice-AuthToken
com.apple.scopedbookmarksagent.xpc

https://mydesktop-piv.vdi.doe_gov/ns/ecul/piv/Default.htm

IDS: gymtastic@comcast.net-AuthToken
ids:
ids:
ids:
ids:
ids:
id:
e

identity-rsa-key-pair-signature-v1
identity-rsa-private-key
identity-rsa-public-key
message-protection-key
message-protection-public-data-registered

"

personal-public-key-cache

raromnal_eassinn talan ranha

i Copy

-~ Kind

public key

private key
application password
application password
application password
application password
application password
application password
application password
application password
identity preference
application password
application password
application password
application password
application password
application password
application password

annlicatinn neacesrmed

25 items

Date Modified

Dec 20, 2013, 7:41:20 AM

Apr 18, 2014, 11:54:48 AM -

Jan 22, 2014, 9:43:28 AM

Feb 26, 2014, 11:28:54 AM -

Today, 10:03 AM
Dec 4, 2014, 10:59:20 PM
Dec 4, 2014, 10:58:12 PM
Dec 24, 2013, 7:46:02 AM
Today, 10:21 AM

MNov 30, 2014, 12:42:16 PM -

Dec 20, 2013, 7:41:40 AM
Dec 20, 2013, 7:41:40 AM
Dec 20, 2013, 7:41:40 AM
Dec 20, 2013, 7:41:40 AM
Dec 4, 2014, 10:59:14 PM
Dec 4, 2014, 10:59:20 PM
Mar A 9014 10-E0:20 DA

Expires

6. Go back to section 6, Access from a Home Personal Mac. Go to step 6 to log on again.

The system prompts you for the correct certificate.
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Appendix B: Troubleshooting
If you select the wrong certificate after entering your PIN, an error message states the page cannot
be displayed. Follow these troubleshooting steps to select the correct certificate.

1. Close the browser.

2. Remove your PIV card from the reader, then re-insert it.

3. Open the browser again.

4. Go back to the logon instructions to select the correct certificate.

If the wrong certificate was chosen in Safari, first follow the steps in Appendix A, Remove an
Incorrect Certificate, then follow the instructions.
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Appendix C: Google Chrome (version 42) and Citrix Receiver

In April 2015, Google disabled Netscape Plugin Application Programming Interface (NPAPI)
plug-in support in Chrome version 42 to improve security and stability. The NPAPI plug-in for
Windows and Mac enables users to launch applications by selecting them. The removal of NPAPI
support impacts those who access Citrix Receiver for Web using the Chrome browser on
Windows and Mac.

In September 2015, Google will remove the override and NPAPI support will be permanently
removed from Chrome version 45. Installed extensions requiring NPAPI plugins will no longer be
able to load those plugins. Citrix is working on a non-NPAPI plugin in upcoming Receiver
releases.
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